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1. Applying the code

contents

We maintain high standards
of corporate ethics

The aim of the code is to define the bank’s coordinate system
and to endorse ethical standards of the bank’s activities,
business conduct rules and principles of employees’ behavior
in various situations inside and outside of the bank.
The code applies to all employees, including all levels of
management, and helps them answer the question “What
would an employee do in my place?” in complicated
situations.

What does the code require of us?
1.

Complying with the code at work and outside the office.

2.

Continuously developing and mastering professional skills.

3.

Contributing to the bank’s development, freely and openly
bringing up complex professional and ethical issues
for discussion.

For handling difficult ethical situations, which may
potentially cause damage either to the bank or its employees,
shareholders, partners or clients, the bank administers
the ethics and social responsibility committee.
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2. Bank’s mission and values — bank’s coordinate system

contents

The best bank
for the smart and the free

The bank’s mission and values stem from the mindset
of its shareholders and employees. This is our coordinate
system which is essential for understanding what
the best bank should be.

2.1

Best People
We seek to be the best in our profession:
— We never stop learning and developing professionally. Each
day, we try to be one step farther than the day before.
— We analyze the best practices and competitors’ behavior.
— We never rest content with our achievements. If we can
do more, we do it.
We are building a remarkable company together, therefore:
— We acknowledge and give credit for achievements.
— We never say “not my problem”. If something is wrong, we
remediate it.
— We always act as a team. Overall result is our focal point.

2.2

Speed and Flexibility
Speed is our competitive edge, therefore:
— Initially we think, analyze and assess, but then we act
promptly.
— We are capable of doing everything as fast as possible.
— While others talk, we act.
We focus on the essentials, therefore:
— We clearly understand what should be done and what
should not.
— We stick to the 80 / 20 principle and do not spread
ourselves too thin.
— The content is more important than the form.
We follow our strategy, but we are also attentive
to everything new — whenever necessary we can rapidly
adjust our course.

Every one of us is free to speak up and to defend one’s
professional opinion.
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2. Bank’s mission and values — bank’s coordinate system

2.3

Confidence of Smart and Free Clients
We respect the freedom of choice of our clients and do our
best to win their confidence:
— Our business decisions rest not only upon the opinion
of experts and managers, but also upon that of clients.
— We seek client feedback wherever and whenever possible.
— During creation of new solutions, we think about
the benefit for the particular person.
— We are responsive as much as possible in communication
with clients. We try to observe issues from clients’
perspective and to find a solution.

contents

2.4

Pragmatic Innovations
Technological superiority was, is, and will remain
the foundation of our leadership:
— We raise a vibrant competence of in-house development.
— We always search for breakthrough technologies in Russia
and globally.
— Whenever anyone has a better technology, we either
rapidly implement it or offer mutually advantageous
partnership.
— We never stop experimenting and testing, so that we
implement only the technologies with proven efficiency.
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3. Interaction with clients

contents

We respect the freedom
of choice of our clients and do
everything we can to win their
confidence
Every bank employee, irrespective of one’s position,
is personally responsible for our clients’ loyalty and
satisfaction with the quality of services, products, processes
and solutions, regardless of the interaction channels
they face.

3.1

Understanding of Client Needs and Protection of Client
Interests
We seek to understand client needs and expectations to the
fullest extent, take them into account, and help our clients
choose suitable products and services. Whenever we develop
and improve our processes and solutions, we analyze how they
benefit the particular person.
We protect our clients’ rights, we put their interests above
ours and we never allow selective treatment.

3.2

Creation of Value for Clients
The bank serves as a reliable partner in the achievement
of client objectives. We create value by offering our clients
the products and services which support their tasks.
Our business decisions rest not only upon the opinion
of experts and managers, but also upon that of clients.
At the same time, we remember that value creation

for clients, which is made through the provision of products
and services, must not detriment the bank’s and its
shareholders’ interests.
3.3

Compliance with High Service Standards
In client communication, every employee complies with
the standards and observes the following principles:
— Honesty and openness. Bank products and processes are
clear and transparent to clients. By understanding clients’
goals, we manage clients’ expectations. We anticipate
client questions and warn about further steps and possible
risks.
— Personal responsibility. Every employee acts as the
bank’s spokesperson and is responsible for solving
client problems. We are personally responsible for client
experience. We always keep our promises and honor our
arrangements.
— Caring about time. Every step we take is mindful of the
client’s time. Speed is our competitive edge, so we are
capable of doing everything as fast as possible. We offer
the client the products and services, that help achieve
their aims and save their time.
— Simple improvements. Every day we work on making the
client’s interaction with the bank easier, more convenient,
and more comfortable. We try to be better and to achieve
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3. Interaction with clients

the utmost. We are closely monitoring needs of our clients
and change along with them; our response and actions are
prompt. While others talk, we act.
— Pragmatic innovations. We raise a vibrant competence of
in-house development. We never stop experimenting and
testing, so that we implement only the technologies with
proven efficiency.
— Act to the client’s benefit and anticipate client
expectations. We protect our clients’ rights and we never
allow selective treatment. We comply with client data
processing rules. We do our best to mitigate each client
risk. We do not advice clients on how to bend the rules
When interacting with clients, we observe the rules
of corporate behavior, business ethics and adhere to the
business dress code. We are polite, considerate, responsive
as much as possible in communication with clients. We
try to observe issues from clients’ perspective and to find
a solution.

contents

3.4

Attention to Client Feedback
We are doing everything we can to hear every client. Client
feedback is the driver of our development and of constant
improvement process. We seek client feedback wherever
and whenever possible.
We are attentive to each feedback about our work, which
helps improve quality of our products and services and
maintain loyalty of our clients. We timely and constructively
respond to all client questions.
Each client request or complaint, oral or written, is processed
as promptly as possible and followed by a reasonable
decision, and such decision thereafter serves as a beacon
for improvements of processes and services.
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4. Interaction with colleagues

We demonstrate leadership
and shape productive work
environment

4.1

The Bank does its best to establish friendly and motivating
work space. We are building a remarkable company together.

The effective teamwork implies a professional and responsible
attitude to one another.

All employees:
1. Treat each other with respect.
2. Fairly assess their colleagues and acknowledge their
achievements.
3. Act professionally and ethically under any circumstances.

Every employee:
— Understands and follows the bank’s internal regulations
and procedures.
— Maintains labor discipline.
— Demonstrates a proactive attitude in problem solving,
never rests content with achievements, and does more
whenever that is possible.
— Effectively manages resources and time, focuses on main
things, has a clear idea of what should be done and what
should not, does not spread itself too thin.
— Stands ready for change and is attentive to everything
new, which makes it possible to rapidly adjust course
if necessary.
— Never stops learning and developing professionally, each
day tries to be one step farther than yesterday.
— Actively shares experience with colleagues, analyzes best
practices and competitors’ behavior.
— Is responsive and considerate, values his/her colleagues’
time.
— Is able to settle differences and problems through
dialogue, without accusations, exaggerations and dubious
statements. If something is wrong, he / she remediates it.
— Is fascinated, honest, and open.
— Fairly assesses subordinates.

Ensuring Health and Safety at Workplace
The bank cares about health and safety of employees.
Superiors create safe work environment for subordinates
and inform them about possible risks and ways of their
containment. Every employee complies with the bank’s safety
rules.
We immediately notify the superior whenever:
— The task received by our colleagues or us might endanger
our health or health of third parties.
— There are grounds to suspect faulty equipment or unsafe
work environment.
— We learn about any forms of threat, sexual harassment,
or violent action.

4.2

contents

Maintaining Professional Behavior Standards
We always act as a team. Overall result is our focal point.
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4.3

Equal Opportunities
We observe the principle of equal opportunities:
— We respect everyone’s personal qualities. Every one of us
is free to express and defend one’s professional opinion.
— We do not allow any forms of discrimination against our
clients, shareholders, business partners, or colleagues,
including in connection with one’s political beliefs, age,
gender, sexual orientation, religion.
— We provide equal and fair opportunities for the
professional growth and development of employees.

contents

— We decide on new appointments and recruitment based
upon the candidates’ professional qualities, skills and
performance.
— We do not tolerate acts of protectionism or favoritism,
regardless of form, in respect of particular employees
(including for reasons of kinship).
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5. Interaction with the society

contents

We seek to change
the world around us by
what we do

A high standard of social responsibility is among our
principles. Our activities are chained to the success of our
clients, employees, shareholders, partners, and are aimed
at development of the financial market and the society as
a whole.

5.1

Responsible Attitude to Environment
We seek to manage our resources rationally and to minimize
their adverse environmental impact. We urge our clients,
business partners, and employees to join the environmental
protection and restoration initiatives

Interaction with Shareholders
The bank acts responsibly in relations with its shareholders.
Every employee:
— Contributes to the execution and protection
of shareholders’ rights and lawful interests.
— Promotes a high level of corporate governance, as well as
professional and business ethics.
— Honestly provides the shareholders with full and credible
information about the things happening in the bank.

5.2

5.3

5.4

Participation in Political Life
The bank abstains from participating in political organizations
and does not finance their activities. At the same time,
the bank respects the right of every employee to participate
in politics.
Employees participating in political activities must ensure
that such activities have no association with their status
of a bank employee.

Contribution to Social Development
Our interests are not limited to business. We highly
appreciate social development:
— We participate in charity and educational activities,
support young talents, and urge people around us to act
likewise.
— We elaborate decisions and opinions, which promote
the effective functioning of the financial market in
the Russian Federation.
— We respect and support our partners and offer them
mutually advantageous cooperation
15
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6. Information processing

contents

Information is the core
object of our work.
We ensure its security

Employment with the bank implies access to private
information about clients and their transactions, as well
as about the bank, its business, internal processes and
employees.

6.2

We value the trust of our clients and ensure confidentiality
of their personal data, business and banking operations.
At the same time, we do not share the bank’s privileged
information with clients.

The majority of such information is confidential (including
bank’s commercial secrets, clients’ banking secrecy, personal
data, and inside information), protected by law and requires
compliance with information processing regulations.

6.1

We are very attentive to handling documents and other
data carriers on the workplace, transferring documents,
and exchanging information over the telephone.

Information Processing Inside the Bank
With respect to any information obtained in the bank,
the employee observes the following principles:
— Information shall be used exclusively within the limits
of one’s duties.
— Information shall be transferred exclusively to the parties
cleared to access such information and subject to the
admissibility of such information for being transferred
within the bank.
— Information shall be transferred exclusively through
secure communication channels permitted by the bank.
Employees shall not use bank information to one’s benefit
or the benefit of third parties.

Information Processing in Communication with Clients

6.3

Processing Information Outside of the Bank
— Public communications
Bank’s business affairs are public and draw society’s
attention. We politely redirect to the bank’s press service
any external requests which require commentaries on the
bank’s activities.
We are compelled to notify the bank press service in
advance in the event of intention to publish or publicly
comment on any information related to the work in the
bank.
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6. Information processing

— Social media
Employees do not use social media or other Internet
resources for personal ends during work hours. We
understand that any careless comment made on the
social media may be misinterpreted, published on the
front page of newspapers, or be used as evidence
in a legal proceeding. Therefore, employees do not
comment on the activities of the bank and its clients,
as well as on any media reports, which touch upon the
information received within the bank

contents

— Communication in public areas and activity
outside of the bank
Our communication is not limited to the workplace.
In public areas (such as elevators, transport, cafes and
stores), as well as during telephone conversations and
in messengers, it is necessary to avoid the mentioning
of any known privileged information about the bank
and its clients.
Employees under no circumstances discuss with third
parties the information about the bank, its clients, as
well as privileged information received within the bank.
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7. Bank reporting

Transparent and full reporting
is the foundation of effective
and long-term relations
between the bank and society
The bank is compelled to provide full and reliable reports on
its activities in a timely manner. This is crucial for confidence
of our shareholders, investors, clients and business partners.

contents

Employees provide when due the full and correct information
requested for preparing any bank report.
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8. Managing conflict of interest

contents

We distinguish between
personal and professional
interests
Each employee’s honest and ethical behavior strengthens
the bank’s reputation and ‘reliable partner’ image. This is
particularly important when dealing with conflict of interest
situations, which any employee may face with.

8.1

8.2

A conflict between client interests and personal interests
of a bank employee may occur, for instance, if the client
plans a securities transaction, which contravenes investment
interest of the employee. In such cases, client orders should
be executed as a priority.

A conflict between the bank interests and personal
interests of an employee may happen if, for instance
A conflict between the bank interests and personal interests
of an employee may happen if, for instance:
— The bank or persons associated with the bank perform
a transaction, in which an employee, members of the
employee’s family, or other associated persons have
a personal interest (interested party transactions) .
— An employee uses bank resources outside of the bank.
— An employee uses insider or other private information
received in the bank for personal ends.
— An employee provides, either directly or via associated
persons, preferences and / or advantages to clients,
business partners, representatives of public or municipal
authorities due to a personal interest.
While acting on the bank’s behalf, we always place bank
interests above personal interests.

1 In certain cases, coordination with the compliance department may be
necessary in accordance with internal regulations

Conflict between Client Interests and Personal
Interests of an Employee

While acting on the bank’s behalf, we always place client
interests above personal interests.
8.3

Conflict between Client Interests and Bank Interests
A conflict between client interests and bank interests
may occur, for instance, if an employee who has access
to confidential client information protects bank interests
to the detriment of client interests, and vice versa, an
employee could be motivated to sacrifice bank interests
for the sake of protection of client interests.
While acting on the bank’s behalf, we always assess the
lawfulness of client interests. Whenever we are unable
to answer this question from the legal point of view or want
to act to the client’s benefit in disregard of bank interests,
we consult with the compliance department.

22

Alfa-Bank | Code of Corporate Ethics

8. Managing conflict of interest

8.4

Situations of Close Attention
— Creation and use of bank assets
The work of every employee is a contribution to the
bank’s intellectual property. Any intellectual and material
products of our labor, if created during workhours and
with the usage of bank’s resources and information,
constitutes bank’s property.
Besides, bank assets include equipment, resources,
and non-material valuables, which are provided to the
employee for the exercise of one’s professional duties.
When dealing with bank assets, every employee complies
with the following rules:
1. Uses bank assets with the utmost efficiency
and exclusively in the line of duty.
2. Bears responsibility for the safety and legality of use
of the provided assets.
3. Does not use unlicensed software.
4. Does not allow plagiarism in the creation
and development of bank products.
5. Observes the established rules of using the bank’s
brand, trademarks, design, and logos.

contents

— Gifts and representation expenses
The bank allows for the exchange of corporate gifts and
invitations to hospitality events in the course of business
relations with clients and partners on condition that such
actions do not harm the bank or other persons.
Before accepting a gift as a bank employee or offering
a gift on the bank’s behalf, ask yourself:
1. Whether the gift implies actions in response
(for instance, assistance in the client’s transaction,
or decision to the bank’s benefit);
2. Whether the gift is a luxury item, money, or its
equivalent;
3. Whether the gift can create a reputational or other
risk to the bank if the information about this gift
is×disclosed;
4. Whether there are any doubts about reasonably
justifying the gift from the standpoint of subject
matter, cost, and occasion for the respective gift.
If the answer is “yes” to at least one of these questions,
the gift should not be accepted or presented.
Employees follow the rules of gift declaration described
in the bank’s internal regulations.
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— Employment of relatives
The bank lays down special rules in its internal regulations
for mitigating the risk of conflict of interest in cases
of employment of relatives under direct or indirect
subordination.
— Professional activity of employees outside
of their employment with the bank
The bank recognizes the right of all employees to work,
participate in the share capital and management bodies
of other legal entities, as well to be members
of|non-governmental and religious organizations and
execute personal transactions.

contents

However, such activity should not create conflict
of interest with the bank and its clients. In order
to ensure that, employees follow the bank rules, such as:
1. Do not use one’s official status and privileged
information for personal ends.
2. Do not distribute external advertising, campaigning,
or other materials in the bank.
3. Comply with the bank requirements when entering into
securities transactions and during the course of their
own commercial or other external activity.
4. Whenever employees participate in such activity, they
must ensure that such activity has no association with
their status of a bank employee.
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9. Compliance with the law

contents

Compliance with the law
is our absolute duty

We build our relations with competitors on ethical principles.
This approach ensures fair competition on the market and
maintains the bank’s high reputation among clients and
business partners.

We follow the applicable law and bank documents in all
circumstances.

9.1

Most Significant Areas of Legislation
We comply with legal requirements
— We organize bank activities in accordance with financial
regulations.
— We engage in fair competition and comply with statutory
anti-monopoly restrictions.
— We prevent services and products from being used for
the purpose of tax evasion.
— We participate in combating money laundering,
financing of terrorism, proliferation of weapons of mass
destruction, and other criminal activities.
— We follow the special protocol in processing bank secrecy,
commercial secrets, and personal data.
— We oppose any actions related to corruption and bribery
and strive to ensure that our clients and business partners
follow anti-corruption and ethics principles.
— We take measures to combat market manipulation
and illicit use of insider information.

9.2

Key Role of Employees
The bank’s proper compliance with the law depends on every
one of us, that is why we thoroughly follow bank procedures.
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10. Attitude towards risk

Every one of us manages
risks on a daily basis

The bank operates in the dynamic external environment and
constantly encounters new challenges. The bank’s sustainable
development depends on our risk management capabilities.

10.1

Everyone’s Place in Risk Management
Every employee encounters various kinds of risks in the
course of daily operations. The risk attitude of every employee
through his/her actions or failures to act influences bank
expenses and efficiency. Operational risk management, which
is crucial to the sustainability of bank business processes,
is an illustrative example.
Employees of business and support units, who interact with
clients and deal with client transactions, play a key role in the
detection of operational risks and the bank’s protection from
them.

contents

We do our best to detect and minimize any arising risk, i.e.:
— We assess every work situation from the angle of possible
negative consequences.
— We comply with the bank’s internal regulations.
— We consult the superior or the relevant risk management
division in cases where new risks arise or we are uncertain
of our actions which are needed for protection of the bank.
— We cooperate with colleagues in order to find joint
solutions for risk mitigation.
The bank welcomes the active participation of employees
in risk management, in particular, through the development
of professional expertise and understanding of processes
in aligned divisions. We try to anticipate, minimize, and avoid
situations that may have an adverse effect on the bank.

The bank’s risk management system is based on the three
lines of defense model. The model stipulates the participation
of every employee in risk management irrespective of one’s
place in the bank’s structure.
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10.2

Attitude towards Mistakes
The bank welcomes employees’ openness about mistakes
Mistakes made in areas and processes new to the bank are
a valuable experience. We use this experience for active
development and improvement of the quality of products and
services.
We find unacceptable repetitive mistakes being made
in stable and well-established bank processes due to an
employee’s negligence or incompetence.

contents

In our work related to the correction of mistakes we observe
the following principles:
— We discuss and analyze causes of mistakes.
— We propose solutions to prevent them from happening
again.
— We share with colleagues our experience of overcoming
mistakes.
If you have made or detected a mistake, you should inform
your superior as soon as possible. This will help the bank
avoid adverse effects and repetition of mistakes, as well as
to improve internal processes.
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11. Responsibility

contents

We are aware of our
responsibility

11.1

How to Act Ethically?
There are no universal rules applicable to every situation.
Whenever the bank’s internal regulations do not give a direct
answer to the question “What should be done in a specific
disputable situation?” we attend to the bank’s coordinate
system.
Prior to making a significant professional decision, we
question ourselves:
— Whether the decision contravenes the legislation or values
described in the code;
— Whether it may contravene provisions of the code
or the bank’s internal regulations;
— Whether it creates risks for the bank;
— Whether the decision may have an adverse impact on the
bank’s relations with clients, shareholders, business
partners, and the authorities;
— Whether a publication about this decision may create
a negative backdrop for the bank’s reputation.
If the answer is “yes” or “not sure” to at least one of
these questions, additional efforts should be taken to fix
the flaws of this decision or to abstain from it in favor of
a suitable alternative. Whenever an employee is not sure
of one’s actions, he/she should contact the bank hotline
for×consultations.

11.2

Reporting Violations
At any time, every one of us may witness a violation / potential
violation of the code and the coordinate system.
A violation can be intentional or unintentional; very serious
or insignificant; hidden or open; completed or imminent.
Whenever that happens, we should do our best to prevent
adverse consequences for our colleagues, clients, partners,
shareholders, and the bank’s reputation.
For this purpose, the bank administers the hotline, which
should be used to report cases of violation / potential
violation of the Code and the coordinate system. The hotline’s
electronic address is we_care@alfabank.ru.
The bank guarantees protection from negative consequences
associated with such reports to all persons that provide
information on violations in good faith.
By informing the bank about potential risks, we personally
contribute to the improvement of corporate culture and help
the bank become better straight away.
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11.3

contents

Responsibility for Violations
Violations of the essential principles of the code, including
the principle of equal opportunities, rules related to managing
conflicts of interest and processing of privileged information,
as well as incompliance with applicable laws may all lead to the
respective employees being held duly accountable for such
violations by the bank.
The bank has authorized the compliance department
to control compliance with the code’s requirements.
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12. Glossary

The glossary provides definitions in a simplified form for
a more user-friendly understanding of the essential ideas
and principles of the code. For the purposes of compliance
with the law, the bank is able to use definitions provided
by relevant internal regulations, that fully correspond to the
wordings of relevant laws.

List of the code terms:

other side

bank assets — property, including rights and resources,
controlled by the bank and generating economic gains
the bank expects to receive in the future

employee — an individual who signs a labor contract with the
bank, as well as members of the bank’s board of directors

bank — AO “ALFA-BANK ”
bank press service — the information policy division
of the marketing and communications department
bank secrecy — information about transactions, accounts and
deposits of clients and correspondent banks, client data
code — this code of corporate ethics; the bank familiarizes all
employees with the code and sporadically controls employees’
understanding of the code’s principles and requirements
confidential information — types of information, for which
the law establishes the regime of confidentiality
confidentiality — the requirement to prevent a leak
(disclosure) of any information, as well as the obligation of the
person cleared to access a certain type of information not
to pass such information to third parties without the consent
of the information owner
conflict of interest — a direct or indirect conflict between
property and other interests of the bank and/or employees,
and/or clients, which results in the fact that action, or failure
to act, of one side may have unfavorable consequences for the

contents

ethics and social responsibility committee — the bank’s
collegial body tasked with reviewing violations of the code’s
rules and principles and determining areas of the bank’s
activity in the field of corporate social responsibility
financing of proliferation of weapons of mass
destruction — allotment (transfer) of funds and resources,
whether from legal or illegal sources of revenue, for the
purpose of proliferation of weapons of mass destruction
financing of terrorism — allotment (transfer) of funds and
resources, whether from legal or illegal sources of revenue,
to terrorists or terrorist organizations and for the purpose
of plotting terror attacks
gift — any material or non-material value received for free,
including benefits and services of proprietary nature (for
instance, paid-off entertainment or transport expenses,
discounts)
hotline — email address we_care@alfabank.ru, used by
the bank for receipt of information about violations of the
principles and regulations laid down by the code, as well
as other violations of laws and the bank’s internal regulations
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information constituting a commercial secret — information
of any kind (production, technical, economic, organizational,
and other), including about results of intellectual activity and
professional know-how, the commercial value of which derives
from the fact the such information is unknown to third
parties

financial status, education, profession, income, and other
information

inside information — precise and specific information,
which has not been made public before, and, if it were made
public, would be likely to have a substantial effect on prices
of financial instruments, foreign currency and/or goods
intellectual property — results of intellectual activity, related
rights, and relevant means of individualization of legal
entities, goods, works, services, and enterprises protected
by law
interested party transaction — a transaction of the bank or
its affiliate in which an employee or an associated party has
an interest, which is subject to pre-approval in accordance
with the bank’s internal regulations
market manipulation — intentional actions which result
in substantial deviation, or fixing at a certain level, of the
price, demand, supply, or volume of trading in a financial
instrument, a foreign currency and/or goods in comparison
to the levels that would have been reached absent such
actions
money laundering — practices aimed to legalize the income
received as a result of illicit activity in order to present it
as legal and allow its investment in legitimate operations.
Money laundering is not limited to monetary transactions; it
also includes transactions with foreign exchange valuables,
financial instruments, and other forms of property
operational risk — the risk of losses caused by unreliable
and flawed internal management procedures of the credit
institution, the failure of information or other systems,
or the impact of external events on the credit institution’s
activity
personal data — any information directly or indirectly related
to a particular or identifiable individual (personal data
subject), including the first, middle and last name, the date,
month and year of birth, the address, the family, social and

personal interest — a person’s opportunity to receive income
in the form of money or other property, including property
rights and services, work products or any other benefits
(preferences). In this code the definition of personal interest
of an employee shall also include personal interest of persons
associated with the employee

contents

3

the efficiency of risk management and control in the bank;
third line of defense — evaluates the efficiency of the first
and second lines of defense. The internal audit division
serves as the third line of defense in the bank

we — the bank and its employees, shareholders, and members
of the executive board and the board of directors

Persons associated with employees — relatives
of an employee (including the husband / wife, parents,
children, and siblings), legal entities in which the employee
or his / her relatives may influence the decision-making
process (for instance, when the employee/relatives have an
over 20 % stake in the share capital of the relevant legal
entity or participate in its management bodies), and any other
parties that may influence the employee’s decisions or fall
under his / her influence
persons associated with the bank — persons listed as the
bank’s affiliates (the list is published on the bank’s official
website)
three lines of defense model — a combination of principles
based on the world’s best practices, which ensure the most
effective division of risk management functions between the
bank’s structural divisions:
1
first line of defense — predominantly business units,
as well as other risk owners who build their processes
consistent with the recommendations from the second
line of defense. Such units may reassign functions to the
“service unit,” which builds the process and becomes the
first line of defense for inherent risks;
2 second line of defense — units independent from the
first line of defense, whose core functions include the
elaboration of risk management concept and instruments,
the provision of independent risk expertise (often these
are units dealing with specific risks), detection and
recording of events, as well as monitoring of particular
types of risks, and monitoring the controls of the first line
of defense (overseen units). The second line of defense
mostly elaborates the risk management procedure,
methods and instruments (decides what should be done
in order to minimize risks), provides independent risk
expertise, aggregates the overall risk profile, and monitors
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